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® Non-traditional in this case means - analysing the text of
emails and social-media messages, scrutinising who'’s
meeting with whom, gathering biometric data and
understanding how employees are utilising their workspace
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Can we use biometric data for time and
attendance control and monitoring ?
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Can we use biometric data for time and
attendance control and monitoring ?
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Can we use biometric data for time and
attendance control and monitoring ?
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Can workers object to the use of biometric data
for access control?
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O We have documented our evidence base for relying on biometric data, including our
consideration of why we are not using less intrusive means.

O We have identified a lawful basis and a special category condition where necessary.
O We have carried out a DPIA.
O We have discussed the proposed monitoring with workers during our DPIA.

O Where consent is relied on, we have put in place alternative methods for authentication or
identification for workers who have not given their consent to the processing of their personal
information.

O We have made manual reviews available for any workers having issues with access denial due to

automatic errors.

O We have considered whether further security measures are required when processing biometric
data.

0 We have considered accuracy and fairness. We have mitigated any identified risks.

O We have considered the rights of individuals relating to automated decision-making.

O We have informed workers about the use of their biometric data for access control.

O We have considered workers’ rights to object to the use of biometric data for access contral.

O We have ensured there are appropriate organisational and technological measures to protect the
security of any biometric data we process.
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|CO Employment practices guidance: Monitoring

at work Impact scoping document

Benefits

Impact scoping

The table below outlines some of the potential impacts (benefits and costs) we have considered on each of the

affected groups. This is not an exhaustive list, and it does not imply any hierarchy of impacts considered. We have
not yet considered the likelihood or magnitude of any of these impacts. Many of them may not materialise or may
only impact small subsets of the affected groups.

Table two: Potential impacts

Greater degree of regulatory certainty.
Reduced potential to face regulatory
action from the ICO if the guidance is
followed.

Higher workplace morale resulting in
higher employee retention with
associated productivity benefits.
Improved DP compliance could lead to
increased trust from consumers.

Reduced risk of data protection
harm to workers.

Higher morale amongst
workers.

Gives a better position to
assess compliance and take
appropriate regulatory
action where required.
Providing guidance may
help mitigate the burden of
regulatory action later.
Less likelihood of
complaints from members
of the public.

Reduction in harms
could improve overall
societal welfare.
Benefits to business
could lead to knock-on
benefits to wider
society.

Costs

Costs of familiarisation with the
guidance.

Compliance costs could increase for
employers that are not already
compliant.

Sunk costs for organisations which have
invested in monitoring software that
they now realise is non-compliant.

Reduced workplace monitoring
using personal data could lead
to increases in other forms of
monitoring (eg
micromanagement).

Reputational risk if ICO is
perceived to have
overreached.

Disbenefits to
business could lead to
knock-on disbenefits
to wider society (eg
suppliers of
monitoring software).
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