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Introduction 
 
When emerging technologies such as contact tracing apps are introduced into society, 

they often do not meet existing social norms. As a result, ethical, legal, and social 

issues (ELSI) may arise, and the use of technology may not be promoted due to 

excessive fear, or the technology may be rejected by society due to the emergence of 

problems. Since many information technologies also have aspects as surveillance tools, 

it is essential to deal with risks such as privacy and security. As a result, some 

countries and regions have begun to involve data protection agencies. For example, in 

Europe, guidelines have been developed and toolboxes have been provided by them. 

We believe it is possible to achieve both privacy protection and infectious disease 

control rather than trade-offs. 

 

In preparation for the introduction of the contact tracing app in Japan, we decided to 

summarize from the user's point of view, from what perspective we would decide 

whether to download the app. On April 30th, when there was almost no information 

about the app, the first version of this "10 perspectives" document was published as 

ver.0.8 on the website. Next, on May 12, "10 Perspectives" was updated based on the 

information provided by the government as ver. 0.9. Finally, this note was released as 

ver.1.0 on June 18, the day before the release of the app called “COVID-19 Contact-

Confirming Application (COCOA)”. 

  

In the original Japanese version, based on the materials posted on the official page of 

the Ministry of Health, Labor and Welfare, we have summarized each of the items 

listed in ver.0.9 from the perspective of how they responded or did not. The overall 

trends were as follows. As for the technology itself, there were many parts that have 

been addressed, but as for the background surrounding the app and issues after 

release, there were still a considerable number of items that could not be dealt with.  

 

Note that this English translation shows only the items included in the original “10 

perspectives”. 
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10 Perspectives 

1. Confirm the purpose of the technology (app)  

a. Is the purpose clearly stated? 

i. Is it an aid for health authorities to identify close 

contacts, or is it to encourage informed individuals 

to change their behavior? 

 

ii. Is it clear what the technology (app) is trying to 

achieve? How much uncertainty is involved in whether 

it can be achieved? 

 

iii. Is it properly positioned in the national public 

health strategy? Is it part of an "exit strategy" that 

eases restrictions on movement and meetings? 

 

iv. Is it a complement or alternative to human contact 

tracing? 

 

v. The required penetration rate (app usage rate) will 

vary depending on the purpose, but how much is it? 

 

b. Is the mechanism of contact tracing technology explained in 

an easy-to-understand manner? 

i. Is it a “centralized” type or “decentralized” type? 

 

ii. Is the presence or absence of infection determined by 

self-report or positive diagnosis? 

 

iii. How is it joined with “Health Center Real-time 

information-sharing System on COVID-19 (HER-SYS)”?  
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c. Do you think your benefits outweigh the risks you may have? 

 

d. Do you think the benefits of society as a whole outweigh the 

risks that may exist? 

 

2. Make sure that the use of the app is voluntary 

a. Are you in a situation where you actually have to download 

the app? 

i. For example, are there any restrictions such as not 

being able to go out, enter the store, receive 

services, or be hired without presenting the app? 

 

ii. Are there any cases where employees are forced to 

download apps by their employers? 

 

iii. Are they at the same level as previously accepted 

levels, such as when vaccinations are required when 

traveling abroad? 

 

b. Is the function set to be on / off even if the app is 

downloaded or installed in the OS? 

 

c. If the app keeps running, is the usability of other apps and 

battery durability sufficiently guaranteed? 

 

3. Know the meaning and accuracy of the notified 

"close contact" 
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a. Is the basis for setting the interpersonal distance and 

contact period clear? What epidemiological findings are they 

based on? 

i. Are important factors other than distance and time 

considered (outdoor or indoor, well-ventilated or not, 

masks, protective clothing, etc.)? If not, is that 

explained? 

 

ii. Is it based on simple thresholds (“distance” and 

“exposure time” with positives)? Is the risk value 

calculated by some algorithm? 

 

b. How accurate is the detection of close contact? How likely 

are you to be falsely notified or not notified? 

i. Using data collected by health center staff to improve 

algorithms for tracing and notifying close contacts 

will improve the accuracy of close contact 

determinations, but may also increase privacy risks. 

 

c. Is the app automatically judging and notifying the close 

contact, or is there a mechanism for people to check in the 

final judgment?  

i. In the former case, is there a mechanism to ensure the 

appropriateness of the algorithm (such as the absence 

of bias)? 

 

ii. In the case of "decentralized” type, the staff of the 

health center cannot know who was judged to be a 

"close contact". Therefore, is it recommended that the 

person who receives the notification contact the 

health center when making the notification? 
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iii. In that case, it would be desirable for health center 

staff to provide advice and appropriate care to "close 

contacts," but this would increase privacy risks. 

 

d. Is the notification that there was close contact just a 

notification that there was, or does it include the date and 

time? 

i. If you know the timing of close contact, you can 

remember whether you wore a mask or had a conversation 

at that time, so there is an advantage that you can 

judge the magnitude of the risk, but on the other 

hand, it will increase the chances of knowing who the 

positives are. 

 

e. Is there a mechanism to readjust the "close contact" setting 

with expert advice in a changing situation? Will users be 

notified if they readjust? Will be the rationale shown? 

 

4. Understand what your app can and cannot do 

a. Is it explained that the "close contact" that can be tracked 

by the app is only a part of the potential for infection? 

 

b. Is it explained that the percentage of people who have a 

smartphone with the app installed changes the percentage of 

people who have close contacts? 

 

c. Is it explained that the lack of notification does not mean 

that there is no potential for infection. 
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d. Does the app have Interoperability? 

i. For example, if different apps are adopted for each 

municipality, it may not make sense as a 

countermeasure. 

 

ii. If the Japanese app is not interoperable with those of 

other countries, will it continue to be restricted by 

overseas movement in the future? 

 

e. Is there any possibility that it will be linked to another 

app or medical health database in the future? 

i. If the accuracy of close contact judgment is low, it 

may be necessary to link with location data and PHR as 

a countermeasure against infectious diseases. 

 

5.  Understand how your data is used 

a. Is the data stored in the terminal and the log provided to 

the server when an infection is found to be the minimum 

necessary for the purpose? 

 

b. Is the identity of the app user unknown? 

i. Are measures taken to avoid personal identification, 

including conducting a risk assessment of 

reidentification when matched with other data? 

 

ii. Is the temporary ID of the terminal generated pseudo-

randomly and changed regularly? 
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c. Is there a mechanism that it is not possible to know who is 

positive when notified that there has been close contact 

with a positive person? 

i. If it is recommended that the notified person contact 

the health center, is there a risk of discovering who 

was positive in the interaction with the staff? 

 

d. Is there a system in which consent is obtained each time 

contact information is provided to the government? 

 

e. Is it specified when the terminal data or the data provided 

to the server will be deleted? 

i. How many days is it supposed to be automatically 

deleted? 

 

ii. Will the app be disabled after the end of the 

infection? Will it be removed from the OS? 

 

6.  Make sure your data is securely managed 

a. When is the terminal data provided to the central server?  

 

b. Are security measures in place throughout the life cycle? 

i. Are effective cybersecurity measures in place to 

protect data availability, reliability, and 

confidentiality? 

 

ii. Is cybersecurity verified by a third party? 

 

7.  Know who is supposed to have access to what data 
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a. Who is responsible for the development and operation of the 

app? 

 

b. Who approves the app and what kind of procedure? 

 

c. What is the role of the government in treating personal data 

of positive individuals? 

i. Coordination with health centers will be needed to 

ensure that “positives” are positive and prevent 

false notifications. 

 

d. Is it a purpose-specific treatment of data? 

i. For example, in order to prevent false notifications, 

are there any considerations such as sending a one-

time password for positive declaration to positive 

persons when cooperating with the public health 

center? 

 

e. Will data be shared with third parties? Is there a mechanism 

to obtain consent each time it is shared with third parties? 

i. Is it possible that information will be provided by 

the requests from the Police or the Bar Associations? 

 

ii. Is it possible that the data will be retained for 

research purposes? 

 

f. Is there an immediate and irreversible method of erasing 

misprocessed data? 
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8. Check if there is consideration for people who 

cannot use the app 

a. Are there alternatives for those who can't or don't want to 

use the app? 

i. Is care taken so that they do not suffer any 

disadvantages? 

ii. Is it guaranteed that they will not be penalized for 

testing or treatment? 

iii. Is it possible to consider alternative means (for 

example, wristbands) to those who wish? 

 

b. Is there an age limit for using the app? (For example, 

children under the age of 18 cannot use the app) 

 

c. Is there any substitution for those who cannot avoid (close) 

contact with potentially infected people? Is it possible to 

disable notifications if they are properly protected? 

 

d. Is there a safeguard to ensure the prevention of prejudice 

against positives, close contacts, people living or doing 

economic activities in high-risk areas? 

 

 

 

9.  Know what to do after knowing your own "close 

contact" with positives 

a. Is there a mechanism to prevent false notifications? 
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b. Is it clear what action to take when notified of close 

contact? 

i. Is the action to be taken clearly instructed at the 

time of notification? 

 

ii. If it is recommended to contact the health center when 

notified, are the advantages and disadvantages of 

contacting clearly stated? 

 

iii. Will the informed people rush to medical institutions 

and put pressure on medical resources? 

 

c. Is there a contact point for anyone to consult if in doubt? 

 

10.  Check if there is a mechanism for third party 
experts to review 

a. Is there an expert organization that supervises and advises 

on application development and operation from the standpoint 

of a third party? 

i. If an expert organization is set up, does it supervise 

only the development stage of the app or continuously 

supervise the operational stage? 

 

ii. How much authority is given to that expert 

organization? 

 

b. Was there a process to identify opinions and concerns from 

diverse stakeholders before the download began? 

 

c. Before the download starts, is data policy and privacy 

guideline formulated and privacy impact assessment published 
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not only for the app but also for systems to be linked and 

the entire network? 

 

d. Is there a mechanism for users and experts to regularly 

evaluate and verify whether the app achieves its original 

purpose through certain information disclosure? 

 

e. After the situation is over, is the ex-post evaluation / 

verification conducted by a third party and the results are 

to be published? 
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